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Cyber Security
Assessment Services

Our approach

Marsh McLennan Agency works alongside your cyber

security experts to provide high level end-to-end support

and consultation. Our comprehensive services include an
assessment of current programs to determine the risk maturity
level and then recommendations for improvement and/or
coverage. Should you be considering a new data management
system, we provide client vendor assessment services to
uncover any risks associated with vendors including cloud
community environments.

[a] Cybersecurity Maturity Assess

A Cybersecurity Maturity Assessment identifies your company’s

current risk rating and establishes your target maturity risk level.

The assessment helps to:

* Evaluate the maturity level of key cybersecurity domains and
controls against specific actionable and measurable minimum
maturity requirements across each domain.

+ Identify gaps in your cybersecurity program across people,
processes, and technology.

+ Align and map cyber practices against industry standards e.g.,
NIST and ISO 27001.

* Develop an action plan to help reduce your cybersecurity
attack risk.

Learn More

To minimize your cyber security
risks or for a cyber security
assessment, contact an MMA
advisor.
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[\g__l Client Vendor Assessment

The Client Vendor Assessment provides a useful snapshot of the
risks associated with a specific vendor.

The assessment identifies:

+ If the vendor can do the job, have an industry presence,
reputation for quality products or services, and adhere to
sound operating practices.

+ If the vendor matches your own standards and codes of
conduct.

+ If the vendor can be trusted to not misuse intellectual property
or confidential information and respect and adhere to data
privacy regulations and take adequate steps to do so.

[5] Cloud Assessment (AWS and 0365)

A Cloud Security Assessment evaluates the security posture of a
cloud computing environment based on industry best practices.

The assessment identifies:

* The effectiveness of the security controls implemented in the
cloud environment. This includes assessing access controls,
encryption, network security, and other security measures.

+ Potential vulnerabilities in the cloud environment, including
misconfigurations, access control issues, and other security

gaps.
+ Areas where improvements are necessary and to help create
a plan to remediate any identified issues or vulnerabilities.

Learn more

To minimize your cyber security risks or for a cyber security
assessment, contact an MMA advisor.
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This document is not intended to be
taken as advice regarding any individual
situation and should not be relied
upon as such. Marsh & McLennan
Agency LLC shall have no obligation to
update this publication and shall have
no liability to you or any other party
arising out of this publication or any
matter contained herein. Any statements
concerning actuarial, tax, accounting or
legal matters are based solely on our
experience as consultants and are not to
be relied upon as actuarial, accounting,
tax or legal advice, for which you should
consult your own professional advisors.
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